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About thisPlaybook

This playbook is intended for the business and technical leadershificrosoft partners that
areinterested inadding asecurityfocusedpractice to their business.

Objectives

The goal of this daybook is to help accelerag or optimize
a security-focused practice andunderstand the practice
opportunity , not to re-write the existing body of detailed
guidance on how to perform any given recommendation.
Instead, this playbook will direct partnersto the best
resourcesto build or grow a practice.

For the business sidethis playbook providesvaluable
resources for driving new revenue opportunities,
developing strategies for marketing, selling, and lead
capture, as well as building deeper and longeterm
engagements with customers through potential new
service offeringslike managed services.

For the technical side the playbook offersguidance on a
number of topics that range from the technical skills
needed, to resourcesavailableto accelerate leaning, as
well asan explanation of some of the key opportunities
for technical deliveryto focus on.

How this playbook was made

This playbook ispart of a series of guidancewritten by
Microsoft Partner, Solliance in conjunction with the
Microsoft One CommercialPartnergroup and 14other
successful partrers that have volunteered time to provide
input and best practices to share with the rest of the
partner community.

To validate the guidance provided inthis playbooks,
Microsoft worked with MDC Research taconduct a survey
of 484 global partners. In this surveyinsights were
gathered on a range of topics including how partners

hire, compensate and train resources; their business
model, revenue and profitability; what practices and
services they offerand what skillsets they have in place to
support their offers. The results of this survey are provided
in-line with the guidance found within this playbook.

This playbook is bcused on security wit elementsof
compliance included, but it is not intended to be a
comprehensive compliance guide.
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Using the playbook effectively

Quickly readthrough the playbook tabecome familiawith thelayout and content. Each
sectionincludesan executive summary and key actioios that specific topicReview these
summariedirstto decide which areas to focus on. Go oube content severatimes, if
needed, then share witkthe team.

TO GET THE MOST VALUE OUT OF THIS PLAYBOOK

R

A 0 0

Getthe team together and discuss which pieces of the strateggach person isresponsible for
Share the playbook with sales, marketing, support, technical, and manag services €ams
Leverage the resources available from Microsoft to help maximize profitability

Share feedback on how we can improve this and other playbooks by emailing
playbookfeedback@microsoft.com
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SECURITY

TheSecurityOpportunity

As companies embrace the opportunities presented by cloud and mobile computing to
connect with customers and optimize operations, they take on new risks. One of the biggest
challenges in digital transformation is ensuring security, privacy, and compliance.

PROTECTING AGAINST EVOLVING CYBERSECURITY THREATS

In todayds world, itds clear that increasing tButasshese statigics ma n é
point out, the importance of improving security comprehensivelyhas becomeeven more evident

250% 279 Days $133.8 Billion

Increasein phishing emails Average time to identify and Forecasted global spending on

between January and December contain a breach.2 security solutions by 202.3
20181

Traditional IT boundaries are disappearing andrganizations now need to protect data on employee-owned mobile devices

and SaasS applicatins not operated by the ITteam. If they do not adapt their approach to security, companies face the risk of
significant financial loss, damage to customer satisfaatn, and market reputation. This presents an opportunity to help

companies manage securityconcernsinanevere vol vi ng technol ogy worl d thatds cons

COMPLIANCEREGULATIONSPRESENT NEW OPPORTUNITIES

The General Data Protection Regulation (GDPRjrought about significant changeson organizations all over the world
regarding how they manage and protect personal data.Since May, 2018GDPFRhas imposednew rules on organizations that
offer goods and services to people who reside in the European Union (EU), or thedllect and analyze data tied to EU
residents, no matter where they are located.

Partnershave multiple opportunities to monetize on GDPR First, custorners will need consultants to support them on their
journey to GDPR compliance, which may start with assisting customers in identifying the personal data they store, where it is
stored, how it is stored and how it needs to be protected.Second, partners ca conduct gap assessmats and make
recommendations on technology, people, and processes that customers need to comply with GDPRNd third, partners can
play a major role in helping customers build and maintain detection and notification systems for data keaches.

SOURCES:

C ‘Trendsin Cybersecurity: Top 10 insights from the Microsoft Security Intelligence Report
C 22019 Cost of Data Breach Report
C 3IDC Worldwide Semiannual Security Spending Guide
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https://www.microsoft.com/security/default.aspx
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SECURITY

Microsoft Security Solutions

Partners can kelp customers protect against breaches, dedict breaches, and respond to breaches with a comprehensive
security solution. The overarching security environment of the enterprise includes a mix of solutions provided by many
different vendors. This playbook fauses coverage on Microsoft products and sevices that play a critical role in securing this
environment.

Azure Key Vault
Azure Active Directory

IDENTITY AND Safeguardand manage identity

ACCESS
MANAGEMENT

Azure Active Directory
Microsoft Cloud App Security
Microsoft Advanced Threat Analytics

Detect and respond to identity-
based threats

Windows Hello for Business

Windows Defender Credential Guard
Multi - Factor Authentication for Office 365
Azure Multi- Factor Authentication

Protect against password attacks

Microsoft Cloud App Security

INFORMATION Manage cloud application usage
PROTECTION Protect against data lealage Azure Information Protection

Data Loss Prevention for Office 365

Customer Lockbox for Office 365

Windows Information Protection

SQL Server/Azure SQL DB Transparent Data Encryption

Azure Storage Service Encryption
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Protect against malwareand
phishing attacks

Respond to security incidents

Office 365 Advanced Threat IPotection

=

Office 365 Advanced Discovery
Office 365 Advanced Data Governance

Windows Defender

Windows Defender Device Guard

UEFI Secure Bocatind the Trusted Boot Process
Microsoft Enterprise Mobility + Security

Mobile Device Management for Office 365
Microsoft Intune

THREAT Protect against malwareattacks
PROTECTION

Manage mobile devices and
applications

Microsoft Defender Advanced Threat Protection
Office 365 Advanced Thre&Protection
Microsoft Intelligent Security Graph

Respond to malware attacks

Azure Sentinel
Azure Security Center
Azure Advisor

SECURITY Detect and respond to threats
MANAGEMENT

Microsoft Azure
Windows Server
Azure SQL Database Advanced Threat Detection

Azure Sentinel

Azure Security Center

Azure Network Watcher

Azure Monitor

Microsoft 365 Secure Score

Office 365 Advanced Threat Protection
Microsoft Cloud App Security

COMPREHENSIVE SECRITY SOLUTION
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Protect against threats

Gain visibility into security health
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https://docs.microsoft.com/azure/storage/storage-service-encryption
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/microsoft-365/compliance/office-365-advanced-ediscovery
https://www.microsoft.com/en-us/windows/windows-defender
https://docs.microsoft.com/windows-hardware/design/device-experiences/oem-device-guard
https://docs.microsoft.com/windows/security/information-protection/secure-the-windows-10-boot-process
https://docs.microsoft.com/windows/security/information-protection/secure-the-windows-10-boot-process
https://www.microsoft.com/cloud-platform/enterprise-mobility-security
https://support.office.com/article/Overview-of-Mobile-Device-Management-MDM-for-Office-365-faa7d8e5-645d-4d59-839c-c8d4c1869e4a
https://support.office.com/en-us/article/Choose-between-MDM-for-Office-365-and-Microsoft-Intune-c93d9ab9-efb2-4349-9b93-30c30562ee22?ui=en-US&rs=en-US&ad=US
https://www.microsoft.com/microsoft-365/windows/microsoft-defender-atp
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-ti
https://www.microsoft.com/security/intelligence
https://azure.microsoft.com/en-us/services/azure-sentinel/
https://docs.microsoft.com/azure/security-center/security-center-intro
https://docs.microsoft.com/azure/advisor/advisor-security-recommendations
https://docs.microsoft.com/en-us/azure/advisor/advisor-security-recommendations
https://www.microsoft.com/trustcenter/security/azure-security
https://www.microsoft.com/cloud-platform/windows-server-security
https://docs.microsoft.com/azure/sql-database/sql-database-threat-detection
https://azure.microsoft.com/en-us/services/azure-sentinel/
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/services/network-watcher/
https://docs.microsoft.com/en-us/azure/azure-monitor/overview
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-ti
https://www.microsoft.com/cloud-platform/cloud-app-security

SECURITY

Microsoftds intelligent c¢cloud offers smart, adaptiveesecur
authentication experience accessible from any device and threat detection tools that communicate with each otheacross
the entire digital footprint and automate detection, investigation, and remediation.

ZERO TRUST

Cloud applications and the mobile workforce have redefined the security perimeter, and Microsoft has shared its guiding
principles with its Zero Trust security mode] designed to more effectively adapt to the complexity of the modern workplace,

by protecting people, devices, apps, and]l eentaacessequeskissseranglyt h e
authenticated, authorized within policy constraints and inspected for anomalies before granting access. Partners are
encouraged to use this model to build Zero Trust into thei

Source Zero Trust eference architecture
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https://www.microsoft.com/security/business/zero-trust
https://www.microsoft.com/security/business/zero-trust?rtc=1

SECURITY PAGES

Partner Practice Development Framework

The partner practice development framework defsiegow to take a practice from concept to
growth in fivestages It is the foundation of this playbook, and each phase offtlaenework is
covered in a dedicated chapter
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Define Strategy

Define your offer, benchmark your practice, and identify required
resources.

Hire & Train

Hire talent, train resources, and complete certifications.

Operationalize

Prepare for launch with systems, tools, and processes in place.

Go to Market & Close Deals

Executeyour salesand marketing strategy to find your first customers
and close deals with winning proposals.

Optimize & Grow

Collect feedback, identify expansion opportunities, optimize your
practice, grow partnerships, and refine your offer.




Definethe
Strategy

Security
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Executive Summary

Now that everyone understand the opportunity, it is time
to build a strategy and determine which parts d a Security
practice an organization will pursue.

We begin by providing an overview of the areas of
expertisewithin the security practice: identity and access
management, threat protection, information protection ,
and security management.A practice mayhave expertise
in just one of theseareas, acrossnultiple, or all areas Fa
each area, we provide details about the nature of the
business opportunity and the key Microsoft products and
services leveraged in delivering solutions that capitalize
on the opportunity .

Thenwe will guide eveyonethrough the process of
defining an offer and its value proposition. Simply stated,
this is what partners will sell and why customers will want
to buy it. Along the way we will review the four cloud
business models (rselling, project services, managed
services, and intellectual property), th& respective
profitability , and how partners can assess the profitability
of their own practice. For project services, managed
servicesand intellectual property, we provide guidance
on what other successful partners are sellinggnd
recommendations on what to include in project services
(e.g.delivering Secure Score workshops and providing
planning and deployment services) managed services
(e.g. providing managed security monitaing and

Top 4 things to do

Measure twice and cut once. Here are
the top 4 thingspartnersshould
absolutely do when defininga Security
strategy.

aka.ms/practiceplaybooks

remediation services)and intellectual property (e.g.,
packaging a practice and offering integrated security
dashboards)offerings.

We will drill into how to price an offer base, including
what pricing strategy to use to drive adoption of the offer,
and how to minimize risk by establishing up-front fees
and payment terms. The ultimate goal is to helppartners
build a solid business plan that addressstheir team,
marketing, salesand financial aspects.

Then we dive deeper into sale$o help define a pre-sales
and post-sales emgagement process, and howto
compensate sales executives.

We will give a tour of the Microsoft Partner Network, the
programs to leverage to grow a practice, how to earn
competencies that yield additional benefits, and how to
maximize the benefits from the program.

After that, we provide ahead startin how to identify
potential customerswhen starting a practice, as well as
potential service offerings

Wed tohclude this sectionby helping partners
understand support i how to support customers,
Microsoftd support offerings, and the supportrelated
benefits partners get from establishing competencies in
the Microsoft Partner Network.

Define focusand value proposition
Understand the security opportunity

Define and design thesolution offer

A 0 0 40

Define a pricing strategy
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Definethe Practice Focus

Througha security practicepartners can helpkeep custoners productive and securg@ and
their company data protectedi on their favorite apps and devicegith Microsoftsolutions

A//
. _—

IDENTITY AND ACCESS MANAGEMENT THREAT PROTECTION

Help customers protect their identities and data. Use Build a practice that helps customers proactively
behavioral analysisto provide actionable insights and guard against threats, identify breaches ad threats
ensure that customershave a sound approach to using advanced analytics, and automate the
manage users and groups, as well as secure access to response to threats enterprisewide.

on-premise and cloud apps.

o

INFORMATION PROTECTION SECURITY MANAGEMENT

Manage and protect corporate appsand data. Provide Help customers manage the security of their
customers with mobile device management, mobile enterprise-wide assets with centréized tooling, and
app management, and PC management capabilities. help them establish a security operations center
Enable employees with access from virtually anywhere from which to monitor and manage.

on almost any device, while helping to keep corporate
information secure and compliant.

aka.ms/practiceplaybooks
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Understanding the Security Practice

By developing a security practiceartnerscan help turn the potentially dizzying array of
services, licensing otns, and overlapping featuresets into a cohesive, comprehensive, and
understandable security solution that enables customers to manage gesurity, protect

their assets, and respond to security incidents.

The ldentity & Access Management Opportunity

Acoording to the Verizon 2019 Data Breach Investigatios Report 52% of all breachedeatured hacking and 71% of breaches
were financially motivated. Phishing attacks, tle practice of sending fraudulent emails to get individuals to reveal personal
information, are continuing to prove successful. In the sameaport, it was found that 32% of breaches involved phishingThe
impact of phishing should not be lost as it represets the start of a negative chain of events: phishing is used to gain a
foothold using malware, in which the stolen credentials are leveragedo increase the scope of the breach. The opportunity to
help customers here should be plaifi equip customers to better manage their identity and access controls, and stop
breaches before they escalate in severity.

52% of breaches featured Hacking

33% included Social attacks

28% involved Malware

Errors were causal eventsin 21% of breaches

15% were Misuse by authorized users

Physical actions were present in 4% of breaches

Q
=}
=)

20% 40% 60% 80%

aka.ms/practiceplaybooks

71% of breaches were financially motivated

25% of breaches were motivated by the gain
of strategic advantage (espionage)

32% of breaches involved phishing

29% of breaches involved use of stolen credentials

56% of breaches took months or longer to discover

o

% 20% 40% 60% 80% 100%


https://enterprise.verizon.com/resources/reports/dbir/2019/introduction/
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Consider using the following Microsoft products and services to develop solutions for a
security practice focused on identignd access management

SAFEGUARD AND MANAGE Azure Key Vault
IDENTITY Azure Active Directory

Azure Active Directory
Microsoft Cloud App Security
Microsoft Advanced Threat Analytics

DETECT AND RESPOND TO
IDENTITY-BASED THREATS

Windows Hello for Business
PROTECTAGAINST Windows Defender Credential Guard
PASSWORD ATTACKS Multi - Factor Authentication for Office 365
Azure Multi-Factor Authentication

1
X §
c i
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https://docs.microsoft.com/azure/key-vault/
https://support.office.com/article/Understanding-Office-365-identity-and-Azure-Active-Directory-06a189e7-5ec6-4af2-94bf-a22ea225a7a9
https://support.office.com/article/Understanding-Office-365-identity-and-Azure-Active-Directory-06a189e7-5ec6-4af2-94bf-a22ea225a7a9
https://www.microsoft.com/en-us/microsoft-365/enterprise-mobility-security/cloud-app-security
https://www.microsoft.com/cloud-platform/advanced-threat-analytics
https://www.microsoft.com/itshowcase/Article/Content/756/Implementing-strong-user-authentication-with-Windows-Hello-for-Business
https://docs.microsoft.com/windows/security/identity-protection/credential-guard/credential-guard
https://support.office.com/article/Plan-for-multi-factor-authentication-for-Office-365-Deployments-043807b2-21db-4d5c-b430-c8a6dee0e6ba?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
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The Information Protection Opportunity
According to the 2019 Ponemon Institute Cost of a Data

Breach study the cost incurred for each lost or stolen

record of sensitive data is now at $50, with the total , 52%
) . Cloud computing N 11%
consolidated cost of a data brezh at $3.92 million. 37%
Meanwhile, according to the PWC Global State of 38%
. ) ) Cyb ity analyti 11%
Information Security Survey the sources of security yhersectry analyies — 50%
incidents perpetrated by currentemployees remains high, 3
and that from business partners continues to rise. Mobile computing I 6% oy
Additionally, 87% of organizations surveyedbelievethey =~ W s oy
do not yet have the sufficient budget to provide the levels Internet of things I 7Y% .
. - . 0
Information Security Survey All of this combines to create Robatic process automation IR 3 7Y%
. . 45%
the demand for partners toimprove their customers o T
(]
defense with information protection. Machine learning I 36%
..................................................................................................... A8%
15%
Artificial intelligence D 20Y%
43%
15%
Biometrics I 4 1%
— A%
14%
Blockchain I /8%
37%
High priority WLiow priority Medium priority

Source: 20182019EY Global Information Security Survey

Consider using the following Microsoft products and services to develop solutions for a
security practice focused on information protection:

MANAGE CLOUD APPLICATION USAGE Microsoft Cloud App Security

Azure Information Protection

Data Loss Preventiorfor Office 365

Customer Lockboxfor Office 365

Windows Information Protection

SQL Server/Azure SQL DB Transparent Data Encryption
Azure Storage Service Bcryption

PROTECT AGAINST DATA LEAKAGE

PROTECT AGAINST MALWARE AND
PHISHING ATTACKS

RESPOND TO SECURITY INCIDENTS Qifice 365 Advanced Discovery
Office 365 Advanced Data Governance

aka.ms/practiceplaybooks

Office 365 Advanced Threat Protection



https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-security-survey.html
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-security-survey.html
https://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2018-19/$FILE/ey-global-information-security-survey-2018-19.pdf
https://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2018-19/$FILE/ey-global-information-security-survey-2018-19.pdf
https://www.microsoft.com/cloud-platform/cloud-app-security
https://www.microsoft.com/cloud-platform/azure-information-protection
https://support.office.com/en-us/article/Overview-of-data-loss-prevention-policies-1966b2a7-d1e2-4d92-ab61-42efbb137f5e
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://docs.microsoft.com/windows/security/information-protection/windows-information-protection/how-wip-works-with-labels
https://docs.microsoft.com/sql/relational-databases/security/encryption/transparent-data-encryption-tde
https://docs.microsoft.com/azure/storage/storage-service-encryption
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/microsoft-365/compliance/office-365-advanced-ediscovery

DEFINETHE STRATEGY PAGE15

The Threat Protection Opportunity

According to EY Global Information Security Survey22% %
of the organizations surveyed saw phishing as the top e of stolen creds
threat and 20% identified malware as their top threat.
Additionally, these organizations identified zereday H
attacks and targeted cyler attacks to steal financial o
information, disrupt or deface the organization, or steal L
intellectual property or data. Yet, in the same surveyonly g‘l“""""”"‘”
35% of respondents said they have a threat ielligence I
program. In the Verizon 2019 Data Breach Investigation [
Report, the data confirms that the threats arestill very S“-m’e’““'m‘”
real. Msdsiery
. . . L

The threat protection opportunity is about enabling Cepture sop cata
customers to remain constantly aware of the curent ]
threat landscape and identifying attackersfi and the ﬁ”‘*““m““g
attacks they are usingii before they cause damage. P

]

Publishing error

k

Pretexting

k

Exploitvuln

Misconfiguration

‘e

100%

g
g

Source: Verizon 209 Data Breach Investigations Report

Conside using the following Microsoft products and services to develop solutions for a
security practice focused on threat protection:

Windows Defender
Device Guard
UEFI Secure Boatind the Trusted Boot Process

PROTECT AGAINST MALWARE

ATTACKS

MAN AGE MOBILE DEVICES Enterprise Mobility + Security
AND APPLICATIONS Mobile Device Management for Office 365

Microsoft Intune

RESPOND TO MALWARE Mlgrosoft Defender Advanced Threqt Protecion
ATTACKS Offlce 365 Adv.anced Thre.at Protection
Microsoft Intelligent Security Graph
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https://www.ey.com/en_gl/cybersecurity/global-information-security-survey
https://enterprise.verizon.com/resources/reports/dbir/2019/introduction/
https://enterprise.verizon.com/resources/reports/dbir/2019/introduction/
https://www.microsoft.com/en-us/windows/windows-defender
https://blogs.technet.microsoft.com/ash/2016/03/02/windows-10-device-guard-and-credential-guard-demystified/
https://docs.microsoft.com/windows/security/information-protection/secure-the-windows-10-boot-process
https://docs.microsoft.com/windows/security/information-protection/secure-the-windows-10-boot-process
https://www.microsoft.com/cloud-platform/enterprise-mobility-security
https://support.office.com/article/Overview-of-Mobile-Device-Management-MDM-for-Office-365-faa7d8e5-645d-4d59-839c-c8d4c1869e4a
https://support.office.com/en-us/article/Choose-between-MDM-for-Office-365-and-Microsoft-Intune-c93d9ab9-efb2-4349-9b93-30c30562ee22?ui=en-US&rs=en-US&ad=US
https://www.microsoft.com/microsoft-365/windows/microsoft-defender-atp
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-ti
https://www.microsoft.com/security/intelligence

DEFINETHE STRATEGY PAGE16

The Securiy Management Opportunity

Toproactively managsecurity, organizations should consider implementing a security operations centey. (3S a centralized
unit designed to addressrganizational and technicakcuritylevels where staffnonitorsthe site usingadvanced data processing
technology.The cornerstone capability underpinning any such effort is a set of centralized tools for monitoring and
management. Very few organizations today claim they have a mature security management posture,accordingto E Y 8 s
2018-2019 Global Information Security Survey.

o

-

Identity and access management

v

Metrics and reporting

v

Software security

Believe they are mature on: Third-party management

» Architecture » Threat and vulnerability management

Sour c e : 82XG6Isbal 2nfbrmation Security Survey

Consider using the following Microsoft products and services to develop solutions for a
security practice focused on security management:

Azure Sentirel

DETECT AND RESPOND TO Azure Securiy Center

THREATS Azure Advisor

Microsoft Defender Advanced Threat Protection

Microsoft Azure

Windows Server

Azure SQL Database Threat Detection
Microsoft Defender Advanced Threat Protection

PROTECT AGAINST THREATS

Azure Sentinel

Azure Secuity Center

Azure Network Watcher

GAIN VISIBILITY INTO Azure Monitor

SECURITY HEALTH Microsoft 365 Secure Score

Office 365 Advanced Threat Protection
Office 365 Threat Intelligence
Microsoft Cloud App Security

aka.ms/practiceplaybooks


https://azure.microsoft.com/en-us/services/azure-sentinel/
https://docs.microsoft.com/azure/security-center/security-center-intro
https://docs.microsoft.com/azure/advisor/advisor-security-recommendations
https://docs.microsoft.com/en-us/azure/advisor/advisor-security-recommendations
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fwindowsforbusiness%2Fwindows-atp&data=02%7C01%7Cv-jacmc%40microsoft.com%7C4aa8bbb51903443348d508d7c766adff%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637197116195522442&sdata=D1%2BHyOZaAVAq2%2F8W9iyfdYvbGsnosNGgh3tsR%2B4FWNw%3D&reserved=0
https://www.microsoft.com/trustcenter/security/azure-security
https://www.microsoft.com/cloud-platform/windows-server-security
https://docs.microsoft.com/azure/sql-database/sql-database-threat-detection
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fwindowsforbusiness%2Fwindows-atp&data=02%7C01%7Cv-jacmc%40microsoft.com%7C4aa8bbb51903443348d508d7c766adff%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637197116195522442&sdata=D1%2BHyOZaAVAq2%2F8W9iyfdYvbGsnosNGgh3tsR%2B4FWNw%3D&reserved=0
https://azure.microsoft.com/en-us/services/azure-sentinel/
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/services/network-watcher/
https://docs.microsoft.com/en-us/azure/azure-monitor/overview
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-ti
https://support.office.com/article/Office-365-Threat-Intelligence-overview-32405da5-bee1-4a4b-82e5-8399df94c512
https://www.microsoft.com/cloud-platform/cloud-app-security
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Security Suites

One way to help customers malsense of the options and simplify their licensing is to guide
them to an appropriate suite.

According to a 2016 study of 130 security partners conducted for Microsoft by MDC, a significant portion of security partners
are inthe early phases of selling seurity services. This represents an opportunity in the market for new entrants, and a
growth opportunity for established participants.

Partner security offerings

m Currently offering W Actively working toward offering ®Planning to offer Still evaluating Decided not tooffer & Unaware

IT Security products,
PO DI 72% 8% [RI 7% 2%
services, & solutions 5

Secure Productive

|
0 0 o 0 0
Enterprise (E3 or E5) 27% 11% 18% 9% 19% |

EMS 26% 11% 22% 12% | 14% :

N
'y
Uy g
2
'
b
L.
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Enterprise Mobility + Security (EM+S)

EM+Sprovides anidentity -driven security solution that offers a holistic appoach to the security challenges in thé mobile-
first, cloud-first era. It bundles five products to deliver a device management and virtual identity management suite. The
suite is offered in wo tiers, EMrS E3 and EMSES that offer the suite of servicesdr a single per user price Customers with
EM+S E3 can also purchase the Id¢ity & Threat Protection offering and Information Protection & Compliance offering
simplifying the path to M365 E5, delivering cost savings over purchasing standalones.

AZURE ACTVE DIRECTORY PREMIUM

Azure Active Directory Premium provides the single sigron capability for the entire enterprise targeting resources both in
the cloud and on-premises.At the E3 level, EM+S includes AAD Premium P1 which provides the secure single signto
cloud and on-premises apps, along with multifactor authentication support (requiring further authentication via phone call,
text message or mobile app verification) conditional accesgbased on group membership, geographic location and device
state), and advanced security reporting With the Identity & Threat Protection offering and at the EM+S E5 level, AAD
Premium P2 is included that builds on AAD Premium P1 by adding more advanced protection for usefsuch as conditional
access based on sigtin or user risk)and support for privileged identities (which enables ondemand,0j ust i n t i
escalation for administrative access).

MICROSOFT INTUNE

Microsoft Intune is included for both EM+S E3 and E5 to provide mobile device and app managemémapabilities to protect
corporate apps and data on any devicéi even when uses bring their own personal devices.

AZUREINFORMATION PROTECTION PREMIUM

Azure Information Protection Premium enablescontrol over the access to files and emails across clowhd on-premises and
is provided at two levels in EMS. Within EMtS E3, Azure Information Protection Premium P1 is provideahd includes
support for file and email encryption and cloud based tracking of filesThe Identity & Threat Protection Offering andEM+S
E5 provides Azure Information Protection Premium P2which layers onautomated, intelligent classification and encryption
for files and emails.

MICROSOFT CLOUD APRSECURITY

Microsoft Cloud App Security brings the security capabilities traditionally ailable to on-premises systems to SaaS cloud
applications like DropBox, Office 365, G Suiteand Salesforce, and enables deeper visibility, comprehensive controls, and
enhanced protection against cloud security issues. Cloud App Security is includea the Identity & Threat Protection offering
and with EM+S ES5.

ADVANCED THREAT ANALYTICS

Advanced Threat Analyticds an on-premises platform that helps protect the enterprise from advanced targeted attacks by
automatically analyzing, learning, and identifying mormal and abnormal entity (user, devices, and resources) behavidt.is
available in both EM+S E3 and E5.

aka.ms/practiceplaybooks
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Microsoft 365 Enterprise Plan Overview

M365 F1 M365 E3 M365 ES

Productivity & Office client apps (Word, Excel, PowerPoint,
Collaboration OneNote, Access) > >

Microsoft Teams, Skye for Busine€dnline, Office
Mobile apps, email & calendar (Outlook, Exchange),
social & internet (SharePoint, Yammer)

Microsoft Intune, Windows AutoPilot, Fine Tuned

Device & A . . . )
Pb User Experienceand Windows Analytics Device s s s
Management Health
Microsoft Advanced Threat Analytics, Windows
Defender Antivirus, Device Guar@, Azure Active
. Directory Premium Plan 1, Windows Hello,
Security y

Credential Guard and Direct Access, Windows : : >
Information Protection & BitLocker, Azure
Information Protection Plan 1

Office 365 Data Loss Prevention

Identity & Threat Protection (Microsoft Cloud App

Security, Azure Active Directory Plan 2, 0365 ATP

Plan 2, AzureAdvanced Threat Protection Windows *
Defender Advanced Threat Protection)

Information Protection & Compliance (0365
Compliance Advanced Compliance, Azure Information
Protection Plan 2)

Voice Audio Conferencing, Phone System s

Analytics MyAnalytics s s 5
Delve s s
Power BI Pro

5

Productivity Server Rightsd SharePoint, Exchangand Skype for Business productivity server rights for M365 E3 & E5 customers (Hybrid Rights unavailable in CSP Channel).

2Use of Office Mobile apps | imited t o dless.iSkypesforBusitess Basic tliengpnPSB kalbx, sSoo/giceneaih. Meetings.ark fin only,a g o n a |
1:1 audio/video calls are supported, no desktop or app sharing. Cannot be site administrators, no site mailbox, no persorit,annot create forms.

3Not available on Windows 10 Enterprise E3 in S mode
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Microsoft 365

Microsoft 365 is a complete, intelligent solution to empower employees to be creatre and work together, securely.

Microsoft 365 Enterprise Microsoft 365 Business

I Available as Microsoft 365 E3 ad Microsoft 365 E5
offerings

MICROSOFT 365 AND THE NTELLIGENT CLOUD
HELP CUSTOMERS

T Protect, detect, and
security landscapewhich presents new risks and
opportuni ties

9 Drive digital transformation that includes everyone,
from the executive office to the firstline worker

As a fully integrated, endto-end solution, Microsoft 365
provides unique customer value, which in turn creags
amazing new partner opportunities.

ENGAGE CUSTOMERS IN STRATEGIC
CONVERSATIONS

Microsoft 365 will enable partners to engage customers in
strategic conversatiors around:

9 Advanced Security

9 Compliance & GDPR

i Collaboration & Cloud Voice
i Microsoft 365 powered device
9 Firstline Workers

LeverageMicrosoft 365 to spark dialogue with customers
about the growing threat of cyber attacks, the enterprise
need for the advanced security in

Microsoft 365, and the importance of protecting privacy,
especially in context ofcompliance regulations. Discuss
collaboration and what the teams of today need to get
work done together, what modern desktop and devices
have to offer businesses, and how Microsoft 365 helps to
empower firstline workers.

aka.ms/practiceplaybooks

i Designed for small and midsize businesses with up
to 300 users

GROW BUSINESS WITH MICROSOFT 365

1 Grow with Managed Services. Modernize the

91 Differentiate offerings. Offer advanced enterprise
services based on intelligence capabilities of Microsoft
365

1 Increase deal size. Elevate the customer conversation
by leveraging the broad value of Microsoft 365

NEW REVENUE AND SERVICE DELIVERY
OPPORTUNITIES

Digital transformation is fundamentally changing the way
companies use technology to empoweremployees,
optimize operations, transform products, and engage
customers.Partners and their customers o longer think
about solutions as individual workloads, but as a
coordinated multi -year journey to achieve business
objectives.According to research byForrested,

Mi crosoft 365 is central t
transformation initiatives, and with Microsoft 365,
partners stand to make:

T Nearly $1500 in revenue per usér
9 Over $700 in margin per uset

1A commissioned study conducted by Forrester Consultig on behalf of Microsoft.

2 Over three years based on a 5,000 seat deployment.

respondc unt amelmndsemoideonment | ead

(0]
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LeverageNew Ways to Upsell Microsoft 365 E5

Identity & Information
Threat Protection & M365 E5

Protection Compliance

Security 0365 ATP Plan 2

Microsoft Cloud App Security?

Azure Active Directory Plan 2

Azure Advanced Threat Protection

Windows Defender Advanced Threat Protection

Compliance 0365 Advanced Compliance

Azure Information Protection Plan 2

Voice Phone System

Audio Conferencing

Analytics Power Bl Pro

1Consolidates 0365 Threat Intelligence and 0365 ATPlan 1 value
2Consolidates 0365 CA%nd MCAS value

aka.ms/practiceplaybooks
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Define and Design the Solution Offer
Understand the Cloud Business Models

|l tds key to understand that not al/l reven

As a resultaggressive and entrepreneurial members of
the channel have adapted and gone after the higher
margin opportunities of managed serviceswhich
generate on average 45% gross margin and packaged |P
which often exceeds 70%.

THERE ARE FOUR WAYS TO MAKE
MONEY SELLING CLOUD:

Resale

Project Services Itds these par tthensebeswhtobear e s
rewarded. Themergers and acquisitionspace is quite

active. The partners who have gravitated towardhe

Packaged IP recurring revenue lines and realizing healthy growth are

being presented with much higher valuations. This can

have a dramatic ingease in the cash event of the company

and overall shareholder valuefi far higher than what a
traditional partner focused on product and billable

services can realize.

Managed Services

Partners that focus almost entirely on product revenue
have the biggest barrier, and typically see margins in the
range of 5520%. Thiss becausethe margins for this
revenue linearetied to vendor incentives. Theg partners
are subject to changes in strategy andhe desire to fund

X A business plan is a critical asset that can hefyartners
programs, and have the least control over their own

envision and think through the details oftheir practice,

destiny. identify gaps that need to be addressd, and explain the
Project services typically drive a range of approximately fundamentals of their practice to others. Leverage the
35% gross margin but this has been under pressure for Cloud Business Plan guidéor details, profitability scenario
some time. Ths is a result of little differentiation inthe overviews, business plan templatg and financial models.

channel, which has caused billable price points to hold
steady over the mstfive or more years, while increasing
salary and benefit costs of consultants and inflation have
eroded profitability.

Read on to understand what types ofproject services
managed services andintellectual property partners
should consider ina security practice.

Not all revenue
streams are
created equal

AVERAGE GRO3SARGINS

RESALE PROJECTSERVICES MANAGED SERVICES PACKAGED IP

Source: IDC eBook, sponsored by Microsoft, The Modern Microsoft Partner Series, Part 2: Differentiate to Stand Out, 2016



https://aka.ms/developabusinessplan
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Understanding Project Based Services

Building a new practice is a daunting challenge. It is not that different from starting a business
from scratch. Just like any business ventureingpertant to start with a vien of whatthe
business will do, what problems it will solve, and how itnaakke money.

Letds start off with the premise that t heprogectlzasedselfvices,r categ
managed sewices, intellectual property, and vertical solutions.

In the Microsoft Cloud Practice Development Study 484 partners that identified as having a security practice were asked
what project services they offer within their practice. The results are below.o@sider this data when designingproject based
offerings.

PROJECT BASED OFFERINGS

Cloud Migration Planning 64% Auding, Security & Compliance Assessments 37%
Configuration 63% Activity and Log Audit Management 37%
Help-Desk Support 52% Cloud Solution Costing & Spend Optimization 35%
Data Loss Prevention & Systems Integration 51% Solution Configuration & Customization 35%
Patch Management 50% Policy Reccomendation & Improvement 33%
Advanced ThreatProtection 48% Password Complexity Management 32%
Office Client Deployment 48% User Monitoring 31%
Deployment Services 46% Threat Detection & Migration Enablement 30%
Data Migration Management 43% Cyber Secutiry Risk Assessment 29%
Enable Multi-Factor Authentication 43% Information Protection Configuration 29%
Identity and Access Control Enablement 42% Solution Analysis Scope & Design 28%
Cloud Readiness Assessment 42% User Enablement 28%
Solution Support & Training 42% Security & Compliance Enablement 27%
Health Checks 41% User Training & Customer Self Portal & Mentoring 24%
Mobile Device Management 40% Data Leakage Prevetion 23%
Proof of Concept 38% Device Procurement &Deployment 23%
Auding, Security & Compliance Assessments 37% Penetration Testing 23%
Activity and Log Audit Management 37% Custom Application Development 22%
Cloud Solution Costing & Spend Optimization 35% Incidence Response Management 21%
Solution Configuration & Customization 35% Data Classification & Data Governance 19%
Policy Reccomendation & Improvement 33% Training on Azure or Microsoft Security Products 19%
Proof of Concept 38% Security-Penetration Testing 18%
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